Data Breach Exploration and
Password Cracking

- Ajitesh Parihar, COSC, Okanagan College



What Is a Data Breach?
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Are you a victim? - havelbeenpwned

[';--have i been pwned?J

Check if your email address is in a data breach

}email address pwned? J







Which data breaches can we find?

We have a tutal of 15,415,572,882 Records from the following 977 Datasets, free for download once
- 78] | 2024 - nen) LAUSD - Los Angeles Unified School District Database Database = Downloz

2024 - rappware com) Tappware (CSV) Database = Download Here!

2024 - "9}.,'.*5.“:'5 com. es) Expanclia.c:c}m.es Database = Download Here!

2024 - jnsn) Neiman Marcus Database = Download Here!

2024 - fguestapp.in) QuestApp.in Database = Download Here!

2024 - phfcouriers.com.su) BHFCouriers Database = Download Herel

2024 - i Salvadoran Citizens Database = Download Here!

2024 - pandsbuycom) Pandabuy Database = Download Here!

2024 - postifestyle com) boAt Lifestyle India Database = Download Here!

2024 - (wotlsbs.net) WoTLabs Database = Download Here!

2024 - isnmigercom) Giant Tiger Database = Download Here!

2024 - mrgreengaming. com) Mr C‘reen C‘dmmq Ddtdbdge = annload Here!

..,_.,_.,_.,_.,_.._.,_.,_.,_.,_.,_.
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Using this data for crime




How much does this data cost?

Compromised data: Email addresses, Names, Phone numbers, Physical addresses, Purchases, Website Activity

Contents '

Hidden Content O

Unlock for 8 credits
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Hashing Passwords to Deter
Account Stealing



Example of what a hashed
password looks like

$ sha256sum --help
Usage: sha256sum [OPTION]... [FILE]...
Print or check SHA256 (256-bit) checksums.

With no FILE, or when FILE 1s -, read standard input.

-b, --binary read in bimary mode

-c, --check read SHA256 sums from the FILEs and check them
--tag create a BSD-style checksum

-t, --text read in text mode (default)

-Z, --Zero end each output line with NUL, not newline,

and disable file name escaplng
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Cracking Passwords using brute
force

hashcat

advanced
password
recovery




Why using common passwords Is a
bad idea:

basketball

rockyou

veronica

sakura
andrew chris adrian
angels 888888 alexander
tweety adriana destiny
flower cutie christian
playboy JELEE 121212
hello banana sayang
elizabeth prince america
hottie friend dancer
tinkerbell jesusi monica
charlie crystal richard
samaptha celtic 112233
barbie zxcvbnm princessl
chelsea edward 555555
lovers oliver diamond
teamo diana carolina
jasmine samsung steven
brandon freedom rangers
666666 angelo louise
shadow kenneth orange
melissa master 789456
eminem scooby 999999
matthew carmen shorty
robert LERTRA 11111
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What should companies do?

 Follow standard practices
« Conduct regular security analysis
» Use modern hashing algorithms



What can you do?

» Password Managers: KeepassXC
« Multi-factor Authentication: Aegis
» Awareness of attack vectors



Thank you!
Any Questions?
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