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What is a Data Breach?



Are you a victim? - haveibeenpwned



Where are these leaks posted?



Which data breaches can we find?



Using this data for crime



How much does this data cost?



Hashing Passwords to Deter 
Account Stealing



Example of what a hashed 
password looks like



Cracking Passwords using brute 
force



Why using common passwords is a 
bad idea: rockyou



What should companies do?

• Follow standard practices

• Conduct regular security analysis

• Use modern hashing algorithms



What can you do?

• Password Managers: KeepassXC

• Multi-factor Authentication: Aegis

• Awareness of attack vectors



Thank you!
Any Questions?
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