
Platform Security Practices 
Demonstrated With Oracle Cloud

- Kristina Cormier, COSC, Okanagan College
- Ajitesh Parihar, COSC, Okanagan College



Oracle Cloud Platform



Platform Security Layer 1:
Password Authentication



Platform Security Layer 2:
Multi-Factor Authentication



Creating a Virtual Machine on 
Oracle Cloud



SSH Key pair: Asymmetric 
Encryption

Source: https://runcloud.io/blog/ssh-public-key-authentication



Platform Security Layer 3: 
Accessing VM using private key



Drawbacks of not using SSH key for 
VM authentication: Bruteforce Botnets

Source: https://en.wikipedia.org/wiki/File:Carnabotnet_geovideo_lowres.gif



Authorization Control: sudo



Thank you!

Any Question?
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